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Side-channel attacks

¢ Side-channel attacks Side-channel attacks (SCASs) are attacks that exploit (physical) properties
e Leakage-resilient

if{rjgggzz'jryesmem of the implementation, e.g. power use. Even the best smart cards and
authentication similar devices are vulnerable to SCASs.

o Stateful MACs

o A leakage-resilient
stream cipher [Pie09]

® Tree-based
leakage-resilient stream
cipher

e Practitioners have tried to solve this

o Ad-hoc

® Questions?

@ References

o Only partially succesful
e Leakage-resilient cryptography is the theoretical approach

o Inspired by provable security

o Requires a good model of what SCAs can do
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Leakage-resilient cryptography

We use the model of continuous leakage proposed by Dziembowski and

Pietrzak [DP08, Pie09].

e Mostly equal to the standard model. ..

e ...but the adversary can supply a leakage function with each input,

and receives the output of this function with the output.

o this function must produce A bits of output, where A\ depends

on the (quality of) implementation
o only computation leaks information

o this function must be efficient
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Leakage-resilient authentication

Inspired by the power analysis of KeeLoq [EKM™08].

Car key

challenge ¢

The adversary has temporary access and wins if 75,541 IS valid. The
classical solution is a MAC. Of course, we need leakage-resilience.

response 7(c)

Car

r = MACkey (C)

Car

< C, f < C
Car key A
rMACiey (¢), [ (key) !
Cfinal
A
T"final

Car
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Stateful MACs

Problem: if we use the same key each time, it will eventually completely
leak. So we need a stateful MAC.

m,MACL. (m accept
I MAC, k(1) Vrey, ey
reject
A
Kit1
Caj? C
Car key . A - Car
MACxey (c), f (key) :

r = MACjey (€)

Cfinal

T"final

Car
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A leakage-resilient stream cipher [Pie09]

Stream cipher: X is pseudorandom given X, X1, ..
Leakage-resilient stream cipher: X is pseudorandom given X, X1,

X1

Xo,...,X,;_1 and the leakage f()(KS_), fl(Kf_), Ceey fi—l(Kz’—l_—l)
from these rounds.
Ak 4 fa(Kz)t 4
Ki K3 Ks
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X
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Tree-based leakage-resilient stream cipher

We are working on this.

F

' ¥
v vy

F F

The authenticating side performs a depth-first search on the tree.The
verifier only needs to perform O (log(#queries)) calculations to
calculate any output.
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